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e are currently witnessing a radical change
of telecommunications where all services will
be offered on an IP platform. Internet ser-

vice providers (ISP) increasingly want to sell services with
quality of service (QoS) guarantees, and in that context relia-
bility, defined as the ability to sustain that QoS in the event of
failures, becomes a very important issue.

Current IP networks have a number of traffic, or logical
layer, mechanisms that can adapt to changing network con-
ditions: adaptive routing l ike open shortest path first
(OSPF), congestion control like random early detection
(RED), and service differentiation like integrated services
(IntServ), differentiated services (DiffServ), and multiproto-
col label switching (MPLS). Although these mechanisms
were not designed with reliability in mind, they could in
principle be used to maintain some level of QoS in case of
failures. In this article we concentrate on DiffServ, which is
a popular, scalable, low-complexity alternative for support-
ing QoS in IP networks.We evaluate how and to what extent
it can enhance reliability and whether this is enough to
maintain a suitable QoS at the IP layer in case of failure of
transmission equipment. If it does, it could provide signifi-
cant savings for ISPs who would not have to pay extra for
protected transmissions systems but could use the mecha-
nisms already in place to provide a reliable service. For this
reason, we first propose a DiffServ/wavelength-division mul-
tiplexing (WDM) mechanism and then compare the protec-
tion level that it can offer with that provided by another
scheme based on differentiation in the optical layer that we
called DiffProtect.

We have divided this article as follows. A brief review of
the state of the art in multilayer protection is presented.
We devote a section to the two models used for compari-
son: Diffserv and DiffProtect. The simulation modeling is
presented as well as performance and simulation results.
Finally, we provide conclusions and recommendations for
further work.

Related Work
The area of protection and restoration for synchronous digital
hierarchy (SDH) transmission systems has been maturing for
many years [1–3]. The traffic carried in these networks was
made up mostly of telephone calls and there was no need to
even consider differentiated protection. The emphasis was
placed on restoring whole transmission systems fast enough
that the telephone users would be unaware that a failure had
happened. This approach is still used today for optical net-
works carrying IP services, but the diversity of these services
makes it worthwhile to consider more sophisticated protection
techniques.

These new techniques rely on two complementary concepts.
The first one is multilayer protection and is based on the fact
that communication components can fail at different network
layers and can sometimes also be restored at different layers.
Consider for example the loss of an optical channel in a fiber.
This failure can be restored by having the optical switching
equipment reroute the traffic that was using this channel to
another one on the same or some other fiber. This is restora-
tion in the transmission layer. If it is not restored in the trans-
mission layer, the IP routers will eventually detect that a link
has stopped operating and will trigger some form of rerouting,
such as is done by OSPF. Here, the restoration is being done
at the IP layer.

The other new concept is that of differentiated reliability or
resilience. This is based on the fact that not all applications
need the same level of protection or speed of restoration. A
mail service can be delayed for some minutes, while the trans-
mission of a videoconference cannot be interrupted for more
than a fraction of a second before it becomes noticeable. Dif-
ferentiated reliability is simply a set of techniques that allow
an operator to match the level of reliability to different ser-
vice and application requirements.

A multilayer restoration scheme in IP/WDM networks is
examined in [4]. The authors evaluate the performance of
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both IP network resilience capabilities and optical protection
at the WDM level. They consider only one QoS parameter:
the length of time during which traffic was lost using the two
protection schemes, both singly and jointly. IP differentiation
is provided by assigning two priorities to traffic, gold and best
effort (BE). No traffic differentiation is considered at the
transmission layer.

A study of single fault management in IP-over-WDM net-
works is carried out in [5]. The authors propose two failure
recovery techniques. One provides protection at theWDM
layer by setting up backup paths, whereas the other provides
restoration at the IP layer by overprovisioning the network.
Heuristics are developed to investigate the maximum guaran-
teed network capacity and recovery time for the two fault
management techniques. This article is one among many that
study the problem of failure propagation between the trans-
mission and IP layer and provide solutions on efficient multi-
layered resilience mechanisms. However, it does not cover the
problem where several traffic classes must be given differenti-
ated protection in any chosen resilience mechanism.

A study of IP restoration and WDM protection is present-
ed in [6], which compares the most common restoration and
protection methods available at the IP and WDM layers. It
proposes a heuristic that optimizes the simultaneous use of
the described IP restoration andWDM protection schemes.
The heuristic is designed to optimally solve what the authors
call the IP-aware wavelength mileage (IWM) problem. This
minimizes the overall network cost which is defined as the
sum of the total wavelength mileage for both working and
spare lighpaths in the optical layer, and the cost of imple-
menting resilience in the IP layer. According to the authors,
this resilience cost can be either a performance-related quan-
tity such as the cost of traffic disruption and QoS degradation
due to IP rerouting or an abstract parameter that represents
the designer’s willingness to provide more or less reliability at
either network layer. The optimal solution specifies the per-
centage of traffic protected by the WDM layer and that of
traffic relying on IP restoration. The authors suggest that fur-
ther work is required in order to take into account application
requirements beyond the cost of traffic protection.

The authors of both [6] and [5] propose the combination of
WDM protection mechanisms with IP restoration capabilities
to minimize bandwidth provisioning costs at the WDM layer.
The results of [5] show that WDM shared-path protection
outperforms IP restoration for maximum guaranteed network
capacity in case of a single fiber failure. Results also show that
WDM protection offers much faster recovery times than IP
restoration techniques and that the lengthy restoration pro-
cess offered by the IP layer can severely affect QoS until
rerouting is complete.

Differentiated multilayer resilience in IP over optical net-
works is examined in [7]. After presenting the different IP
over optical architectures available, several single-layered
resilience schemes such as failure detection, failure notifica-
tion, and signaling and recovery mechanisms in the optical
layer are discussed.

The notion of differentiated protection is discussed in [8].
The authors analyze the gain obtained by deploying in an IP-
over-WDM network two classes of service differentiated by
their type of protection. The first class offers full 1:1 protec-
tion (FP) at the optical layer while the second only offers best
effort protection (BEP) when failure occurs. The problem is
to maximize the network’s revenue defined as the amount of
BEP traffic admitted in the network in both regular (no fail-
ure) and single failure modes. The authors do not, however,
carry out an in-depth comparison between DiffServ and dif-
ferentiated optical protection.

None of the surveyed articles present the approach we pro-
pose in this article, which is to compare the natural resilience
mechanisms of DiffServ with complete differentiated protec-
tion (DiffProtect) at the optical level. However, our proposals
can be framed in multilayer protection specifications such as
the one outlined in [9] for metro Ethernet networks. Accord-
ing to [9], the entities that can be protected can be links,
paths, and multipoint communication trees, and this can be
done at any level in a multilayer structure. There is also a
description of the need to transfer information from one layer
to the other efficiently and to coordinate the action of the
various layers so as to avoid conflicting restoration actions.
Our proposals can thus be viewed as two different implemen-
tations of such a multilayer protection architecture where the
two layers considered are the IP and WDM layers.

The Protection Models
We now describe briefly two techniques that can be used to
protect the QoS of services against failures of transmission
equipment. One is based on DiffServ, and the other relies
exclusively on protection by optical means.

The DiffServ Model
To address the QoS issues that operators are currently facing,
the IETF introduced in [10–12] the Differentiated Services
(DiffServ) architecture and classes. Three main traffic classes
are specified that are served according to a priority hierarchy.
The highest class, known as expedited forwarding (EF), is
made up of traffic that can tolerate very little loss and delay,
and must have ultimate pass-through guarantees. For these
reasons, it is served with absolute priority above all other
classes. The assured forwarding (AF) class is made up of traf-
fic that can tolerate some amount of loss and delay without
suffering an important degradation of the QoS offered to the
applications This class is served with medium priority. The
final class is the best effort (BE) class which contains traffic
that does not require any QoS guarantees. It is served at the
lowest priority.

In the presence of congestion, DiffServ does not offer abso-
lute service guarantees, such as a bound on the delay, but only
relative guarantees for one class with respect to the others.
Hence, the only guarantee provided by the priority structure is
that EF traffic will always get better service than the others, and
that AF traffic will get better service than BE traffic.

DiffServ as a Protection Mechanism
In a network with sufficient bandwidth in normal conditions,
DiffServ is able to serve all IP flows at their maximum
throughput. When the network’s bandwidth becomes insuffi-
cient, congestion occurs, and DiffServ is set to provide a dif-
ferentiated treatment to each class of traffic. Because of this
differential handling of traffic classes, we propose that Diff-
Serv can also be viewed as a mechanism for protecting traffic
against failures of transmission equipment. In order for this to
happen, a transmission failure must trigger the natural differ-
entiated treatment of DiffServ. This happens when the rate at
which packets are taken out of the queues is reduced because
of the failure. In other words, the failure of one or more opti-
cal paths propagates as a bandwidth reduction at the IP layer.
This causes congestion at the IP layer, and the DiffServ mech-
anism can then protect each class according to its priority.
Since physical resources are no longer sufficient to carry the
totality of the IP flows, the DiffServ scheduler indirectly
divides the bandwidth among the traffic classes according to
their priorities. The EF packets get the largest share of the
bandwidth, AF packets are next. Having the lowest priority,
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BE packets gain access to the remaining physical bandwidth
only after EF and AF packets are served.

In order for this failure propagation to happen, the traffic
coming out of the DiffServ-enabled router must not be sent
on a single transmission system. If this were the case, the fail-
ure of this system would appear as a complete link failure,
and there would be no possible protection of traffic. Instead,
the traffic coming out of the router must be shared between a
number of optical systems, preferably independent from each
other. When one of these systems fails, we can notify the Diff-
Serv router to reduce the service rate so as not to exceed the
remaining transmission capacity; congestion will occur, and
the DiffServ mechanisms will provide the necessary differenti-
ation.

This is described in detail in Fig. 1, which shows both the
physical and logical layers of what we call the DiffServ protec-
tion model. The IP layer is aware of the existence of only one
direct IP route between routers 1 and 2, even though this logi-
cal route is made up of three optical paths, to be discussed
further shortly. To simulate DiffServ protection, all three
physical paths are grouped into one logical path connecting
routers 1 and 2. The bandwidth available at the IP level is the
sum of the bandwidths of all three physical paths.

All the IP traffic arriving at router 1 is already preclassified
under the three DiffServ classes EF, AF, and BE. The packets
are assigned to their respective queues, and a static priority
scheduler serves them according to their priority. In practice,
some form of congestion control such as a leaky bucket is put
on the sources so that high-priority traffic cannot cause com-
plete starvation of the lower classes in case of congestion. In
order to be able to use DiffServ for protection, the packets
are then assigned randomly to one of the three available opti-
cal paths by the random electronic to optical scheduler
(REOS), as seen in Fig. 2. Since the physical bandwidth is

randomly shared among these flows, packets of any class can
be carried by either one of the three physical paths of the
optical layer. After they enter the REOS queue, the packets
are served on a first-in first-out (FIFO) discipline by the elec-
tronic to optical modulator (EOM), and the DiffServ priori-
ties are no longer used. This is shown on Fig. 2 by the different
shapes for the packets after they cross the (fictional) IP to
EOM boundary.

Note also that the DiffServ technique does not rely on any
IP restoration mechanism to offer reliability in case of fiber
failure.

In the optical layer, crossconnects 1 and 2 are connected by
three physically disjoint paths: {1,2}, {1,3,2}, and {1,4,5,2}.
These paths are set up when the routing and wavelength
assignment is done [3] for the optical network and are consid-
ered to be fixed. Nodes 3, 4, and 5 represent intermediate
crossconnects, whereas nodes 1 and 2 are both crossconnects
and routers. Traffic from router 1 is handed down to cross-
connect 1 and transmitted over any one of the three optical
paths to crossconnect 2 to be passed on to router 2. Light-
paths {1,2}, {1,3,2}, and {1,4,5,2} are assumed to be fiber-dis-
joint and are known only by crossconnect 1.

Single or multiple failures can occur in this system. A light-
path is said to fail when any segment of that lightpath fails.
For example, the {1,3,2} lightpath fails when one of its seg-
ments {1,3} or {3,2} fails. We have single, double, or triple
failures when one, two, or three lightpaths fail at the same
time.

In case of failure(s), the REOS of Fig. 2 detects the event
and feeds that information back to the DiffServ scheduler,
causing it to reduce its output rate of traffic into the EOM.
This causes congestion, and the priority structure of the Diff-
Serv scheduler will then provide differentiated service to the
traffic classes.

Given the ability to split IP traffic onto several fiber-dis-
joint optical systems, a single or multiple failure rarely causes
a total loss of connectivity between the affected routers.
Going back to Fig. 1, a cut of a fiber between optical cross-
connects (OXCs) 4 and 5 does not completely disconnect
routers 1 and 2 since some of the traffic can still use the {1,2}
and {1,3,2} paths. The DiffServ model translates the partial
loss of connectivity into an IP congestion and immediately
protects high-priority traffic until the restoration process, if
needed, is complete.

Where the network topology is such that three fiber-dis-
joint lightpaths are not available between a set of two consec-
utive routers, lightpaths might be required to share the same

n Figure 1. IP layer with the DiffServ protection model.
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fiber. In this case a fiber cut might cause a multiple lightpath
failure and thus a more severe connectivity reduction. In this
study, we consider that all lightpaths are fiber-disjoint and
that they fail independently from one another.

The Differentiated Optical Protection Model
One objective of this work is to estimate the efficiency of
DiffServ as a service protection technique. To do this, we
define another protection model called differentiated optical
protection (DiffProtect), shown in Fig. 3. It represents a sim-
ple implementation of differentiated protection at the optical
layer and is used in the following as the point of comparison
with DiffServ protection.

Optical Protection — In the DiffProtect model, three different
levels of protection are offered to the optical systems. With
dedicated protection, a fiber is protected by another one that
is only used if the first one fails. In Fig. 3 this type of protec-
tion is applied to lightpath {1,2}.

With shared protection, several optical paths are protected
by a shared path. This could be done in the six-node network
of Fig. 5 where we could have decided that the traffic from C1
to C3 will be routed on the path {C1, C2, C5, C6, C3} whenever
link {C2, C3} fails and the traffic from C4 to C6 on the path
{C4, C1, C2, C5, C6} whenever link {C4, C5} fails. The {C2,
C5} link is used to protect two traffic flows: C1 to C3 and C4
to C6. If we have provisioned one protection channel on this
link, we can restore only one of the two failures at a time.

This type of protection is equivalent to dedicated protec-
tion in the case of single failures but provides degraded pro-
tection when multiple lightpath failures occur, depending on
the probability of having a double failure. The degraded pro-
tection is expressed as the loss probability, that is, the proba-
bility that the path cannot be restored in case of failure. In
the case of the network of Fig. 3, shared protection is applied

to lightpath {1,3,2}. In a simple topology such as this, there is
no other lightpath that can compete with {1,3,2} for its pro-
tection resources.

We model the loss probability by assuming that only a
given fraction of lightpath {1,3,2}’s traffic is recovered in case
of failure. Finally, we have unprotected paths where all the
traffic is lost in case of failure. This option is used for light-
path {1,4,5,2}.

Service Protection in the Optical Layer — OXCs cannot access
individual packets and the optical layer is incapable of differ-
entiating between the three traffic classes. In case of failure,
an OXC can only switch whole optical channels onto the
available backup lighpaths. This is why each traffic class must
be carried completely on a given optical system: no sharing is
possible between classes. The technique used to offer service
protection in the optical layer is described in Fig. 4. Because
the model does not use any IP differentiated protection mech-
anism, each traffic class is assigned to the optical path with
the appropriate protection level based on the DiffServ classifi-
cation.

Traffic can receive the appropriate protection because a
traffic classifier ensures that the highest-priority traffic is
assigned to lightpath {1,2}, the medium-priority traffic to
lightpath {1,3,2}, and the best effort traffic to lightpath
{1,4,5,2}. The EF, AF, and BE queues depicted in Fig. 4 are
served in FIFO fashion.

Again, the dashed barrier between the IP router domain
and that of the EOM is only conceptual. The assignment of
traffic to different queues can only be done at the IP layer.
Once the packets enter the optical domain, they lose their
DiffServ priority, and the protection they receive is deter-
mined exclusively by the lightpath they are in.

This assignment of traffic from the IP to the optical level is
possible using some type of joint control between the two lay-
ers, such as the one provided by generalized multiprotocol
label switching (GMPLS) [13].

Simulation Parameters and Modeling
Traffic Sources
In our simulation we used voice over IP as the highest priority
traffic. Each voice source is modeled as an on-off process.
The length of an on period is an exponential random variable
with mean 1/µ = 400 ms; that of an off period is also expo-
nential with a mean of 1/λ = 600 ms. During an on period,
the source is active and produces one fixed-length packet of
120 bytes every 15 ms. The off period corresponds to the time
during which the source is silent. The peak rate of the source

n Figure 3. IP layer with the DiffProtect model.
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is then 64 kb/s, the average rate 25.6 kb/s. In the simulation
each source starts transmitting at a random interval T0 from
the start of the simulation. This is computed by drawing a
number p from a uniform distribution U(0, 1). If p < POn, T0
= 0, where POn is the probability of being in the on state and
is given by

(1)

Otherwise, T0 is drawn from an exponential distribution with
parameter λ. This is to avoid synchronization of the sources
during the first few on-off cycles (Fig. 6).

Medium-priority traffic is video streaming, such as video on
demand (VoD). For this traffic, we have chosen a video traffic
generator based on the transform expand sample (TES)
model of MPEG-4 trace files as described in [14]. It generates
traffic that has the same first- and second-order statistics as
an original MPEG-4 trace. Video packets have variable sizes
ranging from 100 to 1000 bytes. This type of traffic was
assigned to the AF class as proposed in [15].

Finally, two UDP sources are used to simulate regular best
effort traffic. This could represent a data file transfer with no
particular reliability requirements. The sources are also on-off
exponential sources whose burst and idle times follow expo-
nential distributions with means varying from 1 and 0.5 to 1.5
and 1 s, and generate large 1000-byte packets.

We have not considered any of the physical layer overheads
in this study. Thus, we assume that the link bandwidth needed
for a transmission is equal to the source rate of that transmis-
sion (e.g., each voice source generates a bitstream that occu-
pies 64 kb/s of bandwidth of a transmission link). The number
of sources and their characteristics were chosen so that the

amount of traffic generated for each type of service was
approximately the same. There were a total of 75 VoIP, 1
video, and 2 data sources. Figure 7 shows the throughput dis-
tribution of the aggregate voice flow. The average throughput
of the voice sources is approximatively 3.39 Mb/s, while the
maximum throughput reached 4.58 Mb/s with an absolute
maximum of 4.8 Mb/s when all sources are active at the same
time.

Figure 8 shows the throughput distribution of the video
source used in the simulations. It generates an average rate of
3.08 Mb/s, and its maximum throughput was 3.85 Mb/s.

Each UDP source is set to generate a total of 2.5 Mb/s dur-
ing its on periods. Figure 9 shows the physical throughput dis-
tributions of the two sources combined. The sources generate
a mean rate of 3.16 Mb/s with a maximum rate of 5 Mb/s.

The capacity of each lightpath in Figs. 1 and 3 is 5 Mb/s. By
switching each flow on its reserved lightpath, DiffProtect can
provide a maximum capacity of 5 Mb/s to each class of traffic.
Since the maximum throughput of any source is less than 5
Mb/s, each lightpath has enough capacity to carry its offered
flow.

In the DiffServ model, all sources share the three lightpaths
randomly. The total capacity of the link between routers 1 and
2 is thus 15 Mb/s. As in the DiffProtect case, each traffic class
should normally require no more than 5 Mb/s of the available
physical capacity and the service discipline will have the effect
that each traffic effectively receives an approximately equal
share of the 15 Mb/s bandwidth. Figure 10 shows the through-
put distribution of all three traffic flows combined. The com-
bined sources generate an average of 9.63Mb/s up to a
maximum of 12.6Mb/s which does not exceeds the 15 Mb/s
transmission capacity.

Finally, note that only the UDP protocol has been used in
our simulations. Unlike TCP, UDP does not provide retrans-
mission in case of congestion, and protection becomes totally
dependent on the mechanisms offered by the network. The
results presented here are thus a worst-case scenario where no
source protection is offered to the traffic flows. TCP could
conceivably be viewed as an additional protection mechanism
operating at a layer above DiffServ.

Simulation Model
The simulator used in this study was ns-2 [16], an open source
software designed to simulate the IP layer of networks. Cur-
rently, it cannot model the lower layers such as optical trans-
mission systems and crossconnects.

We want to measure the network’s performance under the
failure of various elements. Any given set of failed compo-
nents defines what we call a failure configuration. For small

networks, we can enumerate all possible failure
configurations and run a complete simulation for
each case. This approach does not scale when net-
works get larger, and with this in mind we have
chosen to sample the set of configurations instead
of making a complete enumeration. The sampling
is done by generating many configurations random-
ly. During a run, each lightpath experiences a
sequence of intervals with different failure configu-
rations. The intervals between failures and their
duration are generated following exponential distri-
butions. In what follows, a failure scenario is defined
as a particular sequence of single, double, triple, or
no failure intervals.

A run lasts 2000 s of simulation time during
which we collect performance statistics. At the end,
we compute the performance statistics for each
configuration that occurred during the run. Runs
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n Figure 5. A shared protection example.

C1 C2 C3

C4 C5 C6

n Figure 6. Throughput of a VoIP source.

exp(mu)

64 kb/s
Off

Throughput

Off OnOn

T0 Interval: 15 ms Packet: 120 bytes Time

exp(lambda)

SANSO LAYOUT  7/6/06  1:46 PM  Page 36

                                    



IEEE Network • July/August 2006 37

for each simulated case were repeated 20 times, which allowed
us to collect performance statistics with 95 percent confidence
intervals.

As we said earlier, each traffic class normally requires no
more than a third of the available network capacity in both
the DiffServ and DiffProtect models. Physical resources are
thus adequately dimensioned to carry all traffic flows at their
maximum throughput when there is no failure.

In the DiffServ model a failure of one or more light-
paths translates into reduction of the available bandwidth
at the IP layer. Since all three lightpaths have a capacity of
5 Mb/s,  when one l ightpath fai ls ,  the IP bandwidth is
reduced by a third to 10 Mb/s. The area to the right of 10
Mb/s under the distribution shown in Fig. 10 indicates that
this causes congestion about 50 percent of the time. In
that case the DiffServ mechanism deals with the conges-
tion by serving the EF, AF, and BE packets according to
their priority.

The network simulator ns-2 is only aware of IP links and
routers. To simulate the DiffProtect model, we had to add
intermediate routers at the IP layer to mimic the fact that
each class of traffic is taking a different optical route. A fail-
ure in the optical path for the EF class produces no effect at
the IP layer other than a very fast recovery time of 50 ms
because that path is supposed to be 100 percent protected.

Medium class protection for the AF class is simulated as a 50
percent reduction of the IP bandwidth for that class. Finally,
when a failure occurs in the unprotected optical path, all the
packets of that class are lost.

Performance Under Failures
In what follows we study the performance of DiffServ and
DiffProtect as standalone protection schemes in a two-node
network. Similar results were also produced for a different
architecture of a six-node network to check if the two-node
network conclusions are still valid.

For each simulation of both two- and six-node networks,
we evaluated the average packet loss, end-to-end delay, and
jitter. The average packet loss is defined as the number of
packets lost divided by the number of packets generated.
The average packet delay is equal to the sum of the delays
of all received packets divided by the number of received
packets. And finally, let di be the delay of packet i and n the
total number of received packets. The average jitter is calcu-
lated as follows:

i
n

i id d

n
= −−

−
∑ 2 1

1
.

n Figure 7. Voice throughput distribution on a DiffProtect link.
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Two-Node Network
Figures 12, 13, and 14 show the average packet loss, end-to-
end delay, and jitter for each protection model and their
respective 95 percent confidence intervals. Figure 12 shows
that the high-priority voice traffic is 100 percent protected
against losses in both cases. In the case of DiffServ this is a
direct consequence of the priority scheduling, which gives
absolute priority to the EF class. This can be seen in Fig. 11,
which shows that the amount of bandwidth used by each class
under each failure configuration is directly related to the pri-
ority of that class. In the case of DiffProtect, this is due to the
fact that the EF traffic is offered to a backup server at a rate
high enough to carry all the traffic.

DiffServ, however, offers better loss guarantees than Diff-
Protect for both video and data traffic since all traffic classes
can share the same physical bandwidth. When failure(s) occur,
the bandwidth available to IP traffic is reduced. The lower-
priority packets can wait in their queue until all the higher-
priority traffic has been served, and this tends to reduce traffic
losses by queuing packets rather than dropping them. With
DiffProtect, each traffic has its own dedicated share of the
available physical resources. A particular traffic suffer losses
only when a failure affects the lightpath on which it is carried.
In that case, there is no sharing of physical resources and
packets are dropped rather than queued which tends to
reduce the delay for the packets that are not dropped.

Figure 13 shows average end-to-end packet delays for both
DiffServ and DiffProtect under both normal and failure
modes. Voice traffic is equally well protected against delays in
both models, and delays for video traffic are much lower
under DiffServ protection than DiffProtect. Finally, data
packets are guaranteed smaller delays in the DiffProtect
model. The reason is that we compute the delay only for those
packets that reach their destination, and the loss rate is quite
large. There are fewer surviving packets but they get to their
destination faster.

Figure 14 shows the average jitter of all packet types under
both protection schemes. Voice packets are equally well pro-
tected against jitter in both DiffServ and DiffProtect. On the
other hand, video jitter is higher and data jitter lower with
DiffProtect than with DiffServ.

The jitter of a bursty (video) traffic source is directly relat-
ed to the capacity used to serve it. Only a very high link
capacity can guarantee minimal (close to zero) jitter. When a
failure affects the video-carrying lightpath in the DiffProtect
case, its bandwidth is reduced by half, which dramatically
increases its traffic jitter.

As for data jitter, the DiffProtect model tends to drop BE
packets rather than queue them in case of failures so that the
BE packets that do make it to their destinations will do so
with minimal delay and jitter. In the DiffServ case, BE pack-
ets suffer large delays and jitter since their service rate is
severely limited by the traffic of higher-priority classes.

From this first set of results, we can conclude that either of
the two schemes can be safely used for voice, but DiffServ pro-
duced better performance for video traffic, especially in terms
of delay and jitter. Such improved performance from the AF
class on DiffServ comes, as expected, at the expense of BE
traffic, whose QoS measures degrade more under DiffServ.

Six-Node Network
We also carried out some tests for the six-node network
shown in Fig. 15 to check whether the results obtained with
the two-node network extend to larger networks as well.

We have simulated three types of networks: one where all
the links have DiffProtect, one with all the links protected
with DiffServ, and one that has some links with DiffServ and

n Figure 11. Bandwidth usage per class under DiffServ protec-
tion.
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others with DiffProtect, called Mix-
Protect. Each of the IP networks
presented in the lower part of Fig.
15 was simulated a total of 10 times
with random failure scenarios. The
averaged results are presented in
Figs. 16, 17, and 18. Figure 16
shows the average packet loss for
each IP flow carried by the simulat-
ed network. We can clearly see for
all three flows that high-priority
voice packets are well protected
against losses in any of the three
protection schemes. On the other
hand, losses for video and data
packets tend to increase when using
DiffProtect inside the network.

Figure 17 shows the average pack-
et delays for all traffic classes. While
voice packets are offered the best
protection against increasing delays,
video delays increase when the net-
work is partially or totally protected
by DiffProtect. Since data packets
are more likely to be dropped than
queued, the delays of those data
packets that are not dropped tend to
decrease with the increasing use of
DiffProtect in the network.

The average jitter performance is
shown in Fig. 18. High-priority
packets are always well protected
against increasing jitter. Video jitter
is lowest when DiffServ is the protection mechanism of choice
used throughout the network. Similar to data delay behavior,
data jitter tends to also decrease when using DiffProtect.

These results show that high-priority traffic is equally well
protected in either protection scheme. The protection for
video against losses, delays, and jitter increases with increasing
use of DiffServ, and is best protected against losses, delays,
and jitter when only DiffServ is used. The QoS offered to
video traffic gradually degrades with increasing use of Diff-
Protect. While data packets are best protected against losses
in an all-DiffServ scheme, their delay and jitter decrease with
increasing use of DiffProtect. The conclusions from the obser-

vation on this type of network confirm those made with the
two-node network: the EF class is well protected in all cases,
the AF class presents better performance with DiffServ, and
BE traffic sees its jitter and delay values degraded and its loss
improved when DiffServ is used.

Conclusion
Even though DiffServ was designed without any particular con-
sideration for reliability, we investigated to what extent differ-
entiated services at the IP level of an IP/WDM system could
be used to design a network with more resilient QoS in the

n Figure 15. Six-node network.
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presence of failures. For this, we first proposed a particular
DiffServ/WDM model mechanism that behaves as a fault man-
agement technique to protect high-priority traffic with little
delay.We have also proposed the DiffProtect model that pro-
vides reliability in the optical layer. These types of models can
be implemented within the framework of new multilayer archi-
tectural proposals such as the metro Ethernet.

The conclusions that can be drawn from comparison of the
two schemes can be summarized as follows. High-priority traf-
fic is equally well protected by both DiffServ and DiffProtect
for all measures of QoS: delay, jitter, and loss. This would
suggest that no optical protection is needed for high-priority
traffic. This is a significant advantage with respect to standard
SDH protection techniques when there is a significant amount
of EF traffic. As expected, low-priority traffic suffers large
losses in all cases, but somewhat less with DiffServ than with
DiffProtect. DiffProtect tends to produce better delay and jit-
ter performance for best effort.

The most noteworthy differences between the two protec-
tion mechanisms show up for medium-priority traffic, for
which the DiffServ protection presents the best averaged
behavior for the two QoS mechanisms and their combinations.
This difference for the AF class is a crucial point for ISPs if
they want to offer more than just the two EF and BE services,
as is currently done.

So, as a result of this study, the answer to our initial ques-
tion, “Can DiffServ guarantee IP QoS under failures?” seems
to be yes. The average behavior of the DiffServ model under
failures indicates that it performs as well and even better than
more costly and sophisticated differentiated optical protection
mechanisms. Moreover, the method does not suffer the long
delays introduced by IP layer restoration techniques. As for
DiffProtect, according to our results, it can protect the system
against some extreme behaviors. A relevant question that aris-
es in this context is what is the ideal mix of DiffServ and Diff-
Protect for a given network. We have explored this issue by
using total enumeration [17] on a small configuration with
only three links. Clearly, total enumeration cannot be used in
large-scale networks. Therefore, there is an obvious need to
find analytical models to compute the optimal mix of the two
techniques for networks of any size to combine their respec-

tive advantages. We can then carry out a systematic cost/bene-
fit analysis of the technique to maximize traffic protection and
QoS in case of failure while minimizing the cost of physical
protection.
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